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1. Introduction

This document is the TSA disclosure statement, as required by European standard ETSI EN 319 421, related
to the electronic time-stamping service offered by Coloriuris S.L. (in the following, just CIPSC).

2. Entire agreement

This document does not substitute or replace the Terms and Conditions of the TSA service nor the TSA
Practice Statement published on CIPSC website.

3. TSA contact info

CIPSC can be contacted at the following address:

Coloriuris SL

email: cipsc@coloriuris.net

Tel: +34976203670

Fax: +34976203671

Address: C/ Alfonso | n° 23, entlo. ctro., 50003 Zaragoza, Spain

4. Electronic time-stamps types and usage

CIPSC aims to deliver time-stamping services in accordance with te Regulation (EU) 910/2014 (“elDAS
Regulation). CIPSC Time Stamps may be equally applied to any application requiring proof that a datum
existed before a particular time on terms of the CIPSC TSA Policies and Practice Statements found at
address: h tps://cipsc.coloriuris.net/politicas/

The following hash algorithms are accepted and supported:
» SHA-256

The signature of the time stamps issued is done by calculating the hash using SHA-256 and encrypting it
with RSA algorithms, using a key with a length of at least 2048 bits.

The object-identifier (OID) of the CIPSC Time-Stamping Policy is: 1.3.6.1.4.1.37799.20.5.0.1.0. This OID is
referenced in every CIPSC issued time-stamp and the CIPSC TSA Practice Statements. This Time Stamping
Policy is based on the ETSI BTSP best practicer policy for time-stamps (OID 0.4.0.2023.1.1).

The TSU certificate is issued by a self signed root CA. Details of the TSU certificate and the CA can be
found at address: https://cipsc.coloriuris.net/ certificados/ and section 3.6 - TSACI Root Certificate and
Seals of the CIPSC TSA Policies and Practice Statements.
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5. Reliance limits

The accuracy of the time reference included in time-stamp tokens is +1 second, with reference to UTC
(Universal Time Coordinated).

The information generated in the log file is kept online until being archived. Once archived, log files are
kept for 7 years.

6. Obligations of subscribers

Obligations of suscribers can be found in the TSA Policies and Practice Statements published on the CIPSC
website at address: https://cipsc.coloriuris.net/politicas/

7. TSU public key certificate status checking obligations of relying parties

Before relying on a time-stamp token issued by CIPSC, relying parties must verify that the time-stamp
token is correctly signed (that is, it contains a valid electronic signature) and that the TSU certificate is
not revoked, by checking the suitable CRL at the address specified in the certificate itself.

8. Limited warranty and disclaimer/Limitation of liability

CIPSC is only liable in case of default of its obligations under the applicable law and the TSA Policies and
Practice Statement.

CIPSC not assume any responsibility regarding the use of evidence issued for any unauthorized in the TSA
Policies and Practice Statement use.

CIPSC is not responsible for the content of the documents and data that their services are applied, and is
not liable for any damages in transactions that have been used.

It CIPSC not represent in any way to the signatories, creators of seals or relying parties of the evidence
given.

CIPSC makes no warranties and assumes no liability, to holders of certificates or other evidence issued to
the user or parts thereof outside the provisions of the Policies and Practice Statement.
CIPSC has a liability insurance with coverage of three million euros (€ 3,000,000.00).

See full in https://cipsc.coloriuris.net/politicas/

9. Applicable agreements and practice statement

https://cipsc.coloriuris.net/ politicas/
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10. Privacy policy

ColorlURIS, S.L. is submitted to the most strict laws on a global scale for the protection of the privacy of
the consumers and users; and it expires scrupulously - at logical, physical and organizational level - the
Spanish L.O.P.D. and the Regulations of application.

See full in https://cipsc.coloriuris.net/politicas/ section 2.5.- Personal data and confidentiality of the
CIPSC General Policies and Practice Statements.

11. Refund policy

No refunds will be made. all purchases are final.

12. Availability of the service

Cl acquires the commitment to recover the service within 24 hours of any incident that causes the
unavailability of the service.

13. Applicable law, complaints and dispute resolution

The users of the CIPSC’s service parts accept the jurisdiction of the courts of Zaragoza any dispute that
may arise in connection with the provision of services by CIPSC, expressly waiving any other jurisdiction
that you may be entitled.

See full in https://cipsc.coloriuris.net/politicas/ section 2.8.- Claims and jurisdiction of the CIPSC
General Policies and Practice Statements

14. TSP and repository licenses, trust marks, and audit:

Since December, 2011 CIPSC is Timestamp Services Provider enlisted in the public registry of the Spanish
regulator.

As of September, 27 2017 CIPSC is a Qualified Trust Service Provider of Qualified Timestamps according to
the elDAS Regulation, and therefore enlisted in the Spanish List of Trust Service Providers (TSL) published
by the Spanish regulator.

The TSA service provided by CIPSC is subject to regular conformity assessment according to the ETSI EN
319 401 and ETSI EN 319 421 norms, by an independent and accredited external auditor.

En Zaragoza a 7 de Septiembre de 2020
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